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TitanFile == Credeon

Instant Secure Communication CLIENT SIDE ENCRYPTION

The ultimate communication system for

legal firms — now with enhanced security

The paperless office poses many challenges for today’s law firms. For instance, managing documents that are moved
to an online environment has becomes much more complicated.

Confidential information must be readily accessible to the people who need it, and simultaneously safeguarded from
all unsolicited entities.

TitanFile + Credeon Cloud Data Protection have teamed up to give you an integrated solution that delivers high
security and easy accessibility. With its flexible BYOD policy, mobile capabilities, three layers of security — including
client-side encryption — this integrated solution lets your team freely exchange information with clients and partners
without having to worry about security and privacy.

See how TitanFile + Credeon can help strengthen your organization today.

CLIENT-SIDE ENCRYPTION

e Certified FIPS 140-2 Encryption: Military-grade encryption by Credeon Cloud Data
Protection (a Hitachi Solutions Of America solution)

USER-OWNED ENCRYPTION KEY

BETTER * Key Ownership: Users own and manage the encryption keys, barring unauthorized
DATA access to encrypted datawithout owner’s permission.
SECURITY ENCRYPTION IN TRANSIT
e Secure Socket Layer: Protects any information sent between the application and the
user.

e Encryption At Rest: All data is encrypted with military-grade encryption before it's stored
on disk.

MOBILE ACCESS

* Mobile Access: Stay connected and get work done from anywhere.
BYOD
¢ Native Sharing: Native sharing ability on Android devices, Blackberry Playbooks and iPads

SIMPLE — no need to install apps.
INTEGRATION _ , . . .
e Directory Federation: Enables IT to manage user credentials from a centralized location
and have TitanFile + Credeon update automatically.
¢ Single Sign On (SSO): Allows employees to access TitanFile using their corporate
credentials, so there are fewer passwords to remember.
USER MANAGEMENT
¢ Centralized user management: Makes it easy to add or remove users and groups
GRANULAR through an intuitive security admin console.
ACCESS e Two-Factor Authentication: Users must provide two means of identification to access
CONTROLS the system.
e Channel And File Expiration: Set a date and time when you want shared information to
become inaccessible.
AUDITING & Exportable Reports: All account activity is recorded in historical sequence — also available as

REPORTING CSV files, allowing you to export your information for printing.




USER-FRIENDLY BENEFITS
Give Context to Files

Achieving success isn’t about uploading a single file, it's about what
happens after that — it's about how well your team members come
together to solve problems. TitanFile + Credeon provides all the tools
you and your team needs to succeed:

® Real-time messaging
¢ File versioning

¢ Safe notifications

* Mobile access

e BYOD

Choose TitanFile + Credeon today.

TAKE TOTAL CONTROL OF YOUR DATA

With Credeon’s Cloud Data Protection, you own the encryption keys, ensuring that no one — not even TitanFile
or Credeon — can access your information at any point in time without your authorization.

This client-side encryption provides unique security unmatched by Box, SharePoint, or DropBox.

ABOUT US
Credeon Cloud Data Protection - Hitachi Solutions America, Ltd.

Credeon Cloud Data Protection is a product of Hitachi Solutions America, Ltd. Established in 1991, Hitachi
Solutions America is a wholly owned subsidiary of Hitachi Solutions, Ltd., and maintains headquarters in
San Francisco, with offices in New York, San Diego and Irvine.

Together with its parent company, Hitachi Solutions America is part of a global team of over 15,000 employees
and provides value-driven services throughout the IT lifecycle, from systems planning to integration, operation
and maintenance.

Credeon Cloud Data Protection is based upon Hitachi’s HIBUN security products, proven solutions with more than
6.8 million licenses for 6,500 businesses in over 35 countries.

TitanFile

TitanFile is focused on creating better ways for people to communicate and collaborate online without having to
worry about security and privacy. Using TitanFile, professionals can set-up secure communication channels to share
files and messages, track who accessed the shared information, as well as when and how it was accessed — making
compliance easy. Granular security controls, end-to-end encryption, mobile access capabilities, and comprehensive
audit trails all make TitanFile the best choice for secure communication. TitanFile was named a Top 25 Canadian
ICT Up and Comer by Branham Group Inc.
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